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Public Sector

Public Sector

Protect against threats and advance your cybersecurity program.

LevelBlue Public Sector is a leading federally-focused cybersecurity provider and
wholly owned subsidiary of LevelBlue helping U.S. government clients strengthen

their cyber resilience.

Co-Managed SOC (SIEM)

Maximize your SIEM investment, stop alert fatigue, and enhance your
team with hybrid security operations support.

Managed Detection and Response (MDR)

Eliminate active threats with 24x7 threat detection, investigation,

and response.

Security Technology Management

Monitor, tune, and update your devices for optimal performance
and improved defenses.

Advisory and Roadmaps

Advance your cybersecurity program and get expert guidance where
you need it most with strategic and tactical consulting services.
Penetration Testing

Identify and exploit security gaps in your environment with end-to-end
vulnerability scanning and penetration testing services.

Incident Response

Respond to incidents quickly and efficiently to determine the source, cause,

and extent of a security breach, and better prepare for the inevitable incident.

Database Security

Prevent unauthorized access and exceed compliance requirements
with DbProtect and AppDetectivePRO.

Email Security

Defend against the latest cyber threats before they reach your inbox with
MailMarshal, an Al- and machine learning-powered email security platform.

Benefits

Provides tailored, purpose-built MDR,
Co-Managed SOC, Managed SIEM,
advisory services (e.g., CMMC, vCISO),
and cybersecurity technologies to
support the U.S. government, state, local,
and tribal governments, and Defense
Industrial Base (DIB) organizations

Fully FedRAMP and GovRAMP authorized

Top Secret Facility Clearance with
cleared resources - 100% of personnel
are U.S. citizens




Serving the U.S. Government for
decades

2002: LevelBlue conducts critical infrastructure assessments
under Presidential Directives 63 and 1for the NSA - these
Directives became part of the foundation for the NIST framework,
which is widely used in the federal government

2005: LevelBlue launches SpiderLabs, a team focused on
ethical hacking, pre-breach readiness, and post-breach forensic
investigation, as well as advanced malware research

2010: LevelBlue forms ‘LevelBlue Government Solutions’
subsidiary to address the unique requirements of the U.S.
federal government for cybersecurity

2013: LevelBlue's database security solutions (i.e., DbProtect
and AppDetectivePRO) are chosen as the database security tools
for the DHS CDM vehicle

2017: LevelBlue Public Sector stands up a cleared,
government-focused SOC to support the U.S. public sector
and U.S. Government

2020: LevelBlue Public Sector delivers the first U.S.-only
MDR solution hosted in AWS GovCloud

2023: LevelBlue Public Sector is granted the 1st U.S. Government
Agency ATO for MDR and SOCaas to a civilian agency

2024: LevelBlue Public Sector Fusion platform attains
authorization status by StateRAMP

2025: LevelBlue Public Sector Fusion platform attains
FedRAMP Moderate Authorization

Most recognized pure-play

cybersecurity provider across

analyst firms

= Well positioned as a global MSS leader by Gartner, IDC,
and Forrester

= For the second consecutive year, named Frost & Sullivan
Cybersecurity Company of the Year (2024 and 2023)

= Named in Gartner's:

» 2026: Market Guide for Outsourced Managed
Security Services

»  2025: Market Guide for Third Party Risk Management
» 2024: Market Guide for Co-Managed Security Services

» 2024: Market Guide for Managed Detection and
Response Services

» 2024: Market Guide for Digital Forensics and Incident
Response Retainer Services
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= Highlighted by IDC as a:

» Leader —2024 MarketScape Worldwide Emerging Managed
Detection and Response Vendor Assessment

» Major Player — 2024 MarketScape: Worldwide
Cybersecurity Consulting

» Major Player — 2024 US Government Professional
Security Services

800+ certifications and growing to help
clients improve cyber resilience

= One of first MSSPs to provide services on Microsoft Sentinel
= Microsoft Solutions Partner: Advanced Specialization
= Microsoft Intelligent Security Association (MISA) member

= Microsoft Gold Competencies in Security, Cloud Platform,
App Integration, and App Development, awarded to top 1%
of partners

= Highly touted Microsoft Most Valuable Professional Award
= The only partner that can service PANW Cortex globally

= Global CREST certified for Vulnerability Assessment,
OWASP Verification Standard — Mobile, Penetration
Testing, and Simulated Target Attack and Response (STAR)
Penetration Testing

The LevelBlue difference

= Our patent-pending threat hunting methodology allows us to
conduct 300% more higher-quality human-led threat hunts per
year for indicators of behavior across our global client base

= We help deploy the right security controls in the right place,
and fine tune your technology to properly protect from and
detect threats

= We ensure you get the highest return across your portfolio
of cyber investments, with an accelerated time to value

= We ingest telemetry across your technology suite - not just
your EDR - to identify and understand threats and their impact

= We grow with our clients! You have a partner that can
collaborate and advise you on the evolution of your security
strategy and program

= You will have a dedicated Cyber Success Team and a named
resource with you for the life of the service contract
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