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Digital Forensics and

Incident Response

Cloud Computing Investigation Offerings

Stroz Friedberg Digital Forensics and Incident Response provides comprehensive,
industry-leading forensic investigations into incidents involving Cloud Computing.
Whether you use Amazon Web Services (AWS), Microsoft Azure, or Google Cloud
Platform (GCP), Stroz Friedberg's team of experienced investigators can assist in
defending, detecting, and responding to cyber threats.

Where We Can Help

Investigations within cloud computing environments
require a different set of skills, experience, and tools.
Our world-class forensic analysts are well-versed

in preserving, interpreting, and presenting findings
from complex cloud-based log sources and forensic
artifacts. Common investigation types include:

+ Theft of valid credentials

+ Tenant takeovers

» Abuse of public-facing applications

» Exploitation of misconfigurations

+ Data deletion/destruction

« Ransomware/extortion

» Crypto mining

» Departed employee review or malicious insider

How We Investigate

Stroz Friedberg's investigation objectives are tailor-
made for each client’s unique situation, but some
common objectives include:

1. ldentifying the initial attack vector and
containment of the impacted user account(s)
and service(s)
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2. ldentifying the scope of the compromise including:
a. Timeframe of access
b. Additional compromised users and services
c. Persistence mechanisms within the environment

3. Evidence of data access, exfiltration, or mailbox
sync activity

What Sets Us Apart

Expertise Across Platforms: With extensive technical
expertise and experience on platforms such as AWS,
Microsoft Azure, and GCP, we deliver accurate and
prompt investigations tailored to your specific
platform.

Proprietary Tooling: Stroz Friedberg's proprietary
tooling collects critical log sources from the most
common cloud platforms in an efficient and
automated manner, accelerating forensic
investigations and increasing visibility.
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Comprehensive Analysis: Our team utilizes advanced
forensic techniques and platform-specific expertise
to examine logs, configurations, and metadata,
providing a clear understanding of what happened
and how to prevent similar incidents in the future.
Our analysis involves identifying techniques used by
advanced threat actors and reviewing data sources
that are often overlooked.

Data Enrichment: Our analysis is enhanced with
proprietary threat intelligence sources developed
through our decades of forensic experience. This
enables our analysts to work more efficiently

and identify compromises more accurately

and effectively.
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About Stroz Friedberg

Stroz Friedberg, a LevelBlue company, delivers
intelligence-driven digital risk management with
expert-led services designed for adaptive resilience.

With over 25 years of leading the resolution of the
most complex, high-stakes digital risk issues, we
manage the entire digital risk lifecycle — from cyber
threats and insider risks to IP theft and regulatory
compliance. Our approach combines managed
security services with expert analysis and strategy,
supported by threat intelligence gathered from
thousands of engagements across various industries.

We translate complex technical and legal risks into
actionable strategies, helping CISOs and legal teams
turn digital risks into board-ready insights. Our
comprehensive services include managed cyber
defense, digital forensics and incident response,
trade secret protection, expert witness support,
threat intelligence, security strategy and governance,
attack path mapping and testing, and resilience
engineering.

Operating as one trusted partner, we align technical
precision with business priorities to protect critical
assets, adapt to evolving threats, and maximize ROI
through proven outcomes. Through LevelBlue's
portfolio, these specialized services integrate
seamlessly with 24/7 managed security operations
and Al-driven threat detection for comprehensive
digital risk protection.

Cybersecurity. Simplified.

levelblue.com/strozfriedberg
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