
And 80% of those 
apps will rely heavily 
on APIs.

Security teams are 
prioritizing consolidation:

WAAP security spending 
priorities are varied:

The Rise

145 201

The Sprawl

The Shift The Budget

APIs

How is your fragmented WAAP stack affecting your security 
and driving up costs as API usage surges?

80%

Use multiple
WAFs 67%

91%

Rely on different 
DDoS providers  
for L3/L4 & L764%

Manage two types of 
bot protection systems43%

WAF consolidation 
is a priority

44%
Plan to act in 
12 – 24 months

94%
Expect budgets 
to rise to support 
these moves

18%

24%

32%

26%

The average 
organization expects 
to support 201 web 
apps soon – up from 
145 today. 

Application environments
are scaling up:

Organizations are juggling multiple 
WAAP tools:

API Protection

DDoS Mitigation

WAF Enhancements

Bot Management

WAAP Sprawl and Security Fragmentation:
Web application environments continue to grow in scale and complexity. 
To protect them, organizations are challenged with managing multiple 
security solutions. 
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Source: Enterprise Strategy Group Report, Balancing Requirements for Application Protection: Teams Desire Consolidation but Need Specialized Protection, April 2025.
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