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SERVICE BRIEF

Digital Forensics and
Incident Response

Departed Employee Investigation Offerings



Ensuring Data Security During
Employee Departures

During times of organizational change, such as
mergers, economic downturns, or mass layoffs,
the risk of data theft and corporate exposure from
departing employees can increase significantly.

A comprehensive response that includes detailed
forensic analysis is critical to effectively managing
this threat.

Stroz Friedberg, a LevelBlue company, applies a
proven forensic approach to uncover digital activity
and preserve vital data. This helps organizations
strengthen their defenses against data breaches,
minimize the impact of unauthorized access, and build
stakeholder trust across the corporate landscape.

Addressing Concerns of
Departing Employees

When employees leave, the reasons for their
departure may not always be immediately clear.
However, their exit can introduce significant risks for
employers, including potential breaches of sensitive
client data, exposure of intellectual property,
violations of employment agreements, and
harassment issues that may disrupt business
operations. Regardless of the reason for departure,
having a standard process for preserving and
analyzing data is essential to uncovering the truth.

Data is inherently vulnerable and can be lost in a
variety of ways. Company policies that require the
rapid deactivation or deletion of email accounts,
along with the reuse of computers and personal
devices, can create blind spots in data management.
Additionally, file-sharing spaces and accounts may
be deleted before their importance is recognized,
leading to the loss of critical data.

Stroz Friedberg provides comprehensive support to

review and strengthen these policies, ensuring a clear

plan of action to preserve mission-critical data when
employees leave. Forensically preserving data not
only enhances the defensibility of findings in
potential legal proceedings but can also encourage
cooperation simply upon identifying key findings.
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Once data preservation is confirmed, Stroz Friedberg
works closely with clients to identify key questions
and address concerns raised by departing
employees. This includes analyzing a wide range of
data, including deleted or partial files, to uncover any
attempts to conceal or erase historical activity.

Stroz Friedberg is highly skilled in navigating the
complexities of employee departures with precision
and experience, helping safeguard your organization’s
data integrity every step of the way. We have the
expertise to search and report on a wide range of
data types and artifacts, including:

+ Web-based activity: Personal accounts, search
history, and browsing data

Social media activity: Identification of related
account names and links

+ Messaging applications: Analysis of corporate and
personal chat applications

» Cloud services: Examination of file-sharing
services, backup activity, and other cloud-based
business applications

* Photos and document searches: Partial text
searches, keyword/trademark triggers, watermarks,
and fingerprinting based on significant data

» Corporate email searches

» USB device activity: Usage of approved or
unapproved devices and potential new sources
of information

» File and network access: Abnormal usage,
uncommon file access, in the context of departure

» Program installations and executions: Unapproved
applications posing potential risks or yielding
additional sources of information

* Mobile backups and artifacts: Examination of
corporate or personal devices
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Recommendations and
Preparation

You may not immediately realize when a departing
employee could trigger an internal investigation,
create conflicts with competitors, or raise legal
concerns. However, there are proactive steps
companies can take to prepare and defend against
these risks. Stroz Friedberg specifically recommends
the following:

]

_® Establish Inventory and Checklist

Identify where your data is stored and outline the
necessary steps to preserve it. This includes creating
an inventory of systems, data sources, applications,
and relevant contacts to support data preservation
efforts. Develop a checklist of items to be preserved
and assign individuals responsible for collecting and
consolidating this information when needed. Conduct
test runs using sample accounts to ensure smooth
and efficient data collection before an investigation
becomes necessary.

SR,
i Secure Corporate Assets
Collect all corporate assets used by the departing
employee — such as laptops, mobile phones, and
storage media — as soon as possible. Identify any
bring-your-own-device (BYOD) arrangements and
secure those devices from employee access, remote
use, or data wiping until further notice.

™

@ Retrieve Access Information

Gather all passcodes, PINs, recovery codes, decryption
keys, and other relevant access credentials used by
the employee. While corporate IT teams often maintain
access to assets independently, certain features —
such as biometric locks or encryption — may still

pose limitations.
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Export and Retain Logs

Upon receiving notice of an employee’s departure,
export and retain critical application and cloud
service logs. Web-based applications, including
Software-as-a-Service (SaaS) platforms, may operate
outside the oversight of corporate IT. Additionally,
services like Microsoft 365 produce audit logs that
can expire quickly. Promptly identifying and
preserving these logs is essential to supporting
future investigations.

-"_E Implement Mailbox Hold

Place a hold on the employee’s mailbox and related
data to prevent deletion, whether due to corporate
data retention policies or intentional user actions.
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Why a Departed Employee
Investigation?

Employee departures present complex challenges
that require immediate, strategic action to protect
your organization’s most valuable assets. The risks
of data breaches, intellectual property theft, and
compliance violations can have lasting impacts on
business operations, client relationships, and
competitive positioning.

By implementing the proactive measures outlined in
this document — establishing comprehensive data
inventories, securing corporate assets, retrieving
access credentials, exporting critical logs, and
implementing mailbox holds — organizations can
significantly reduce their exposure to these risks
while maintaining the ability to conduct thorough
investigations when necessary.

Organizations that follow these recommended

practices will be positioned to:
* Minimize data loss and security breaches through
systematic preservation protocols

+ Maintain legal defensibility with forensically sound
data collection procedures

* Reduce investigation costs and timelines through
prepared response capabilities

* Protect intellectual property and client
confidentiality with comprehensive asset recovery

» Ensure regulatory compliance by meeting data
retention and audit requirements

+ Strengthen their overall security posture against
internal and external threats

The investment in establishing these protocols before
they are needed will pay dividends in reduced risk
exposure, faster incident response, and more
favorable outcomes in any disputes or investigations
that may arise. In today’s data-driven business
environment, being prepared for employee
departures is not just a best practice — it is essential
for organizational resilience and long-term success.
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About Stroz Friedbe
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Stroz Friedberg, a LevelBlue company, delivers
intelligence-driven digital risk management with
expert-led services designed for adaptive resilience.

With over 25 years of leading the resolution of the
most complex, high-stakes digital risk issues, we
manage the entire digital risk lifecycle — from cyber
threats and insider risks to IP theft and regulatory
compliance. Our approach combines managed
security services with expert analysis and strategy,
supported by threat intelligence gathered from
thousands of engagements across various industries.

We translate complex technical and legal risks into
actionable strategies, helping CISOs and legal teams
turn digital risks into board-ready insights. Our
comprehensive services include managed cyber
defense, digital forensics and incident response, trade
secret protection, expert witness support, threat
intelligence, security strategy and governance, attack
path mapping and testing, and resilience engineering.

Operating as one trusted partner, we align technical
precision with business priorities to protect critical
assets, adapt to evolving threats, and maximize ROI
through proven outcomes. Through LevelBlue's
portfolio, these specialized services integrate
seamlessly with 24/7 managed security operations
and Al-driven threat detection for comprehensive
digital risk protection.

Cybersecurity. Simplified.

levelblue.com/strozfriedberg
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